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How to Evaluate Virtual Desktop Solutions: The GET Framework

Summary
There are many different VDI architectures in the market:

- Legacy VDI , where the customer buys all the components, integrates, and operates a VDI solution

- Legacy DaaS, where a service provider operates the VDI stack on behalf of the customer

- Broker as a Service, where a vendor operates the broker as a service for its customers, but the customer 
is still responsible for the rest of the stack

- Cloud Desktops, where the vendor provides a turnkey SaaS service 

In this Executive Brief we introduce the “GET Framework” to evaluate the different approaches to VDI. 

The GET Framework for Evaluating Virtual Desktop Solutions

Here are the key components against which we believe you need to evaluate different VDI approaches:

• G: Global Infinite Regions

• E: Enterprise Customizability

• T: Turnkey & On-demand

In the following pages, we will help you understand the characteristics of each of these key framework 
components.
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Global Infinite Regions

Ask the vendor: Can you deploy a virtual desktop within 50 ms of any user in the world?

Legacy Datacenter Architecture
Most legacy software was built for one customer and for one datacenter. ISVs focused on making the 
software as scalable as possible within one datacenter. Typically, a G2000 company would run 3-4 copies of 
the solution stack – across North America, EMEA, and APAC – to deliver the best possible performance to 
users throughout their widely distributed organization.

The Cloud is Not Just One Datacenter
When we think of the cloud, we often think of it as a singular object: A datacenter that is run by someone 
else. In fact, the public cloud is numerous datacenters distributed across the world and connected by high-
performance networking. Today Microsoft Azure and Google Cloud Platform (GCP), have dozens of cloud 
regions worldwide. It stands to reason that legacy software that was designed for one datacenter and 
operated with great difficulty in three to four datacenters is not suitable for a world with dozens of 
datacenters. Why does that matter? The availability of many regions means you have a large number of 
datacenters available to you, and legacy software can’t take your business where it needs to go.

Legacy VDI was Designed for One Datacenter
Legacy VDI has the same architectural limitations. It is difficult for most customers to operate VDI even 
within a single datacenter, let alone three or four. So a customer might choose to deploy the VDI stack in just 
one datacenter to reduce complexity and management overhead. The problem is that in a larger 
organization, most users are not close to that datacenter; they are remote and dependent on high-latency 
(>100ms) and low-bandwidth connections (<5 Mbps). These networks can also have high packet loss which 
necessitates the use of expensive leased lines.

This centralized architecture results in high-latency connections which cause a poor user experience. Over 
the years, various remoting protocols have been employed to optimize performance, but unfortunately, no 
one can change the laws of physics. High latencies will always kill performance, and protocol optimizations 
can only mitigate that so much.

Edge-Native Virtual Desktops
A globally-distributed cloud such as Azure or Google needs a globally-distributed VDI solution. What if you 
could use a single pane of glass to deploy desktops to the edge of the cloud region nearest each user? 
That’s precisely what Workspot’s innovative “edge of the cloud” architecture enables: Edge-native virtual 
desktops.

Workspot enables every customer to deploy a cloud desktop which has been built from your corporate 
image and inherits all your established security and networking policies, including MFA. It is managed just 
like your physical PCs, using your standard enterprise tools – such as SCCM.

With dozens of public cloud regions nowadays, many users can be less than 50 ms away from their cloud 
desktop. They are often connected using a super-fast (>10Mbps) local internet connection. Think about it: If 
you can watch a Netflix movie on your tablet, then you’ll probably see great performance using your cloud 
desktop.
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Enterprise Customizability

Ask the vendor: Can you integrate with my custom tools, security & network policies?

Management Your Way

Just as new technology can be disruptive to users, new IT solutions that upend existing processes is 
troublesome as well, because IT admins have to be retrained. It’s time they could be spending on much 
higher value projects. Workspot Control allows IT to manage all their virtual resources – apps, desktops & 
workstations – across multiple cloud platforms and regions using their existing tools and processes, thereby 
mitigating the need for retraining and simplifying IT’s world. The ability to integrate with an existing corporate 
image, with Skype, Teams, GPOs, existing networks, security policies and also use AD & MFA 
authentication is what you want to look for. IT should be able to use SCCM if they want, or use Intune to 
manage PC images, patches, and updates for both their physical and virtual desktops. These are all tools 
and processes that enterprise IT teams typically use, and they should have the freedom to continue doing 
so. Workspot supports that!

Single Sign-On

Many users need to access multiple corporate apps of all types (SaaS, web, native) and having single sign 
on (SSO) capabilities makes a huge difference. About 30% of help desk calls are requests to reset 
passwords, so reducing the number of passwords reduces helpdesk costs. For users, having a single 
password makes life easier, logons faster, and encourages the use of stronger passwords since there’s only 
one to remember. Security is augmented and corporate information assets better protected. Workspot 
supports that!

Robust Security

Security is a top concern for IT leaders, and although single sign-on and strong authentication are necessary 
security elements, they are not sufficient. Workspot’s innovative architecture separates the control plane 
from the data plane; that is a fundamental difference between our solution and others, and it means that no 
application data flows through the Workspot Control platform. This is a unique advantage that makes 
Workspot solutions inherently secure. Additionally, Role Based Access control (RBAC) ensures that only 
select, authorized admins access Workspot Control. Workspot on Azure and GCP offers you the most robust 
cloud PC security in the industry.

API Integration

As companies invest in their digital transformations, they are building interconnected solutions with multiple, 
disparate systems that must integrate and work in concert.

Workspot provides a set of REST APIs for IT Service Management (ITSM), automation, and/or scripting 
tools. IT can leverage the existing ITSM workflows on platforms like ServiceNow or BMC Remedy, or they 
can build their own scripted solutions to orchestrate the provisioning and lifecycle of user desktops and 
resources. Workspot APIs can be used to automate Workspot functionality to add/delete users, create/delete 
desktop pools, and assign/re-assign users to desktop pools. APIs can also be used to get usage reports on 
user and resource activities. IT developers can use Workspot APIs with PowerShell, JSON and/or Postman 
to write automation scripts to integrate with their existing ITSM tools.

The APIs also provide valuable insights for IT to monitor users’ desktops and activities and loop back the 
feedback into the ITSM platform to get full end-to-end visibility of the workflow for all Azure and GCP regions 
globally.
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Disaster Recovery for Physical PCs

Traditional DR plans are expensive, complex and risky. Workspot provides a one-click, on-demand solution 
for disaster recovery of physical PCs. In the event of a situation where employees cannot get to their 
desktop in the office, organizations can have Windows 10 virtual desktops on standby in the cloud, ready 
and up-to-date with all their corporate images, security policies, GPOs, and applications. The easy to set up, 
low-cost solution does not require any regular testing – it’s ready to activate when you need it, in any of the 
many cloud regions worldwide. These standby virtual desktops can be activated on-demand with a single 
click, and people can get back to productivity within a few hours. They can securely access their virtual 
desktops, apps, and data from anywhere using any device, including PCs, Macs, tablets and smartphones.

Cloud Desktop Backup and Recovery

Like any desktop, cloud desktops can become corrupted due to user error, malware, or patch 
incompatibilities. Make sure your cloud desktop solution has robust backup and recovery capabilities that 
allows rollback to a healthy state. 

Multi-Region Resiliency

End user computing is one of the most mission critical functions in any organization. Without access to 
applications and data, users cannot be productive. Centralizing your desktop infrastructure in the cloud 
offers many compelling benefits, but the reality is that outages may occur in a public cloud region due to 
natural disasters or other unforeseen events. Workspot is uniquely able to provide backups to another cloud 
region, so IT can quickly re-connect users in the event their desktop in their primary region is unavailable.

Cost Center Charge Back

Workspot’s Saas platform integrates with a customer’s Active Directory, so users can authenticate using 
their corporate credentials. Some companies will store additional information in each employee’s Active 
Directory record, such as cost center information. Then, when Workspot usage reports are run, the reports 
share the details on users that have consumed various desktops and apps delivered by Workspot and 
includes each user’s cost center, which is then used for billing back those costs to each cost center.

Auditing & Event Logs

Workspot ‘s platform provides an audit trail of and event logs for all end user and administrator activities. It 
also includes performance, availability and usage reports for networks, devices, geographies & 
applications.

In addition to collecting end-user actions, Workspot also collects the real-time user experience, for example, 
how long did it take to access an application and whether or not access was successful. Each data point is 
tagged with location, time, device type, application, user, and network used. The events are searchable 
within the Workspot platform, and this data can also be pushed to a SIEM system such as Splunk.

Monitoring & Analytics

IT can easily become overwhelmed by the amount of monitoring data generated. Workspot makes it easy to 
configure just how much information is received and can even plug into existing monitoring solutions such as 
Splunk. With the Workspot platform, IT can configure and control role-based network access policies and 
also monitor and troubleshoot end users, entitlements & security policies. The deep, system-wide end user 
logs can be used by IT and support admins to analyze failure patterns.

Cloud PC SLA, Customer Success & Support Services

Workspot is a simple to use, yet enterprise-ready, turnkey cloud pc service with a 99.95% SLA.

Included in our flat-rate pricing, our Customer Success Team will help optimize Workspot for your 
applications, security stack, and processes. We’ll also help you take advantage of new features on an 
ongoing basis. Standard support is included for free as part of your ongoing service.

We stay with you every step of the way!
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Turnkey & On-demand

Ask the vendor: How fast can my users get started with their virtual desktops?

Legacy VDI has been a DIY Project
Some organizations have large enough IT teams with the right skillsets to actually build a VDI solution, 
implement it and then maintain it on an ongoing basis. There are also vendors from whom you can buy a 
VDI control plane that lives in the cloud, and then you build on top of that to complete the solution. We refer 
to this is “Broker-as-a-Service”, although some of the vendors that offer this capability will call it” turnkey 
DaaS”. It’s ok if they want to call it turnkey, but it’s really “turnkey Broker-as-a-Service”, not turnkey DaaS. As 
the consumer of the service, you need to know what will be required of your IT team to implement and 
maintain it. It’s sort of like if Salesforce offered you a “turnkey” CRM solution, but then you find out that your 
IT team has to size and procure the infrastructure for the service, implement it, update it, troubleshoot it, and 
fix it when any of the components break (you own the SLA!). It’s not our idea of “turnkey”, but again, 
“turnkey” is in the eye of the beholder, so to speak. 

Turnkey Done Right – What Customers Want
We define turnkey DaaS in terms of what enterprise architects and IT leaders need:

• Turnkey: Buy it like you would buy a PC – choose the configuration of CPU, memory, storage, and 
whether or not you want a GPU

• Fast time-to-value: Customers should be able to start using their desktop in days vs. months. 

• On-demand: Customers should be able to add desktops rapidly, minutes vs. months

• Service availability: The vendor is responsible for the availability of the PC

• Flat-rate, predictable pricing: Customers want a fixed, predictable pricing model that does not depend 
on how much they use the machines.
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Additional Resources
Executive Brief: Performance Comparison: On-Prem VDI vs Workspot Cloud Desktops
Executive Brief: Flat Rate Pricing
TCO Calculator: Compare Workspot TCO to On-Prem VDI

About Workspot 
Workspot is the modern way to work. Workspot’s turnkey, enterprise-ready SaaS platform leverages global 
public cloud infrastructure to place Windows 10 desktops and workstations at the edge of the cloud region 
nearest users for unparalleled performance. IT can expect fast-time-to-value and on-demand, global 
scalability. Business leaders can respond faster to changing market dynamics, pursue new opportunities 
globally and support work from anywhere, while fulfilling cloud-first mandates that position their companies for 
accelerated growth. The service features predictable flat-rate pricing, which includes the cost of cloud 
compute, Go-Live Deployment Services, and ongoing support. For more information on Workspot solutions, 
please visit www.workspot.com.

Category Legacy 
VDI

Legacy 
DaaS

Broker 
as a Service Workspot

Turnkey & 
On-demand

Enterprise 
Customizability

Global Infinite 
Regions

The GET Scorecard
We have rated different VDI delivery architectures against the GET criteria in the following scorecard. 

https://go.workspot.com/l/687933/2019-10-31/662fg
https://go.workspot.com/l/687933/2019-03-04/fm2r/687933/6044/Workspot_White_Paper___Flat_Rate_Pricing.pdf
https://www.workspot.com/cloud-vdi-solutions/cloud-desktops/compare-daas/

